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InppacTpykrypa sik kox (iac) Ta ci/cd aas XMapHHX cepBiciB Ha 0a3i Azure Ta
Kubernetes

Anomauin. Y nyonikayii po3zensiHymo npakmuyHe 3ACMOCY8AHHA NIOX0OY
Infrastructure as Code (1aC) ma npakmuk CI/CD ons agmomamuzo8anozo po3eop-
mManHs KoHmetHepHux cepsicie y Microsoft Azure. 3anpononosano wabioH piuienns,
AKUL NOEOHYE MOOYIbHY cmpykmypy Terraform, xonseepu Azure DevOps 0ns be3ne-
pepsHoi inmezpayii ma pozeopmannsi 8 Azure Kubernetes Service (AKS), a maxoorc
cmex cnocmepedicysanocmi Prometheus / Grafana / Loki. Iloxazano, wo euxopuc-
manns laC ckopouye uac nouamrKo8020 po32opmanHs iHQPacmpyKmypu ma 3MeHuLye
8nIUB I00CbKo20 ¢hakmopa, a enposaddicenus DevOps-mempuk (Lead Time,
Deployment Frequency, MTTR) oae 3mo2y KinbKicHO oOyiHo8amu egexmusHicmo
npoyecy nocmauanusa smin. Ompumani pe3yibmamu 0eMOHCMPYIOmb Ni0GUUeHHSL

8I0MBOPIOBAHOCHI cepedosULly | NPO30POCE eKCNIYAMayii XMapHUxX cepeicis.

Knwuoesi cnosa — Infrastructure as Code, Terraform, Azure DevOps,

Kubernetes, AKS, CI/CD, Prometheus, Grafana, Loki.

Beryn. [IBuake 3poctaHHss MacIiTabiB 1 CKJIQJAHOCTI XMapHUX IUIATGOPM BHU-
CyBa€ BHUCOKI BUMOTH JI0 MIOBTOPIOBAHOCTI, HaIHHOCTI Ta MIBUIKOCTI BUITYCKY 3MiH.
HexnapatuBauit  miaxig Infrastructure as Code (IaC) y moemnnansi 3
CI/CD-koHBeepamMu J1a€ 3MOTY ONMKCYBAaTH Ta 1IEMIIOTEHTHO 3aCTOCOBYBAaTH 3MiHU
iH(pacTpyKTypH, a kepoBanuii cepBic Azure Kubernetes Service (AKS) minimizye
omepaliiiiHi BUTpaTH Ha MIATPUMKY control-plane. ¥ poGoTi y3arajibHEHO JTOCBij IO-
OynoBu BiaTBOproBaHOi iH(pacTpykTypu Azure 3 Terraform [1] 1 po3ropTanHs KOH-
teitHepHux cepsiciB y AKS 3a nonomororo Azure DevOps 1 Helm [3-5].

Marepianu Tta Meroau. [Hdpactpykrypa onucana B Terraform 13 po3zminieH-

HiM Ha Moxyni (mepexxa, ACR, AKS). Cran 36epiraethcst y BigmameHomy backend
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(Azure Storage) 13 O610oKyBaHHsIM oriepallid. besnepepBHa iHTErparlis # po3ropTaHHs
peamizoBani B Azure DevOps (YAML-pipelines): cramis Build 36upae Docker-o6pa3
Ta 3aBaHTaxye Horo B Azure Container Registry; crtamis Deploy 3actocoBye
Terraform-nnan 1 Bukonye Helm-posropranus y knactep AKS [2]. Kondinenuiiini
naHi kepyroTbes uepe3 Azure Key Vault 1 Managed Identity. CioctepexxyBaHicTb 3a-
oesneueno crekom Prometheus/Grafana/Loki (MmeTpuku, oru, aneptu) [6-8].
ApxirekTrypa pimennsi. Ha pucynky 1 HaBeIeHO CHpOIIEHY apXITEeKTypHY

CcXeMy KOHBEEPA B1Jl BHECEHHS 3MIH Y KOJ JI0 CEpeIOBUIIA PO3TOPTAHHS.
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Pucynok 1. Ilpuknaz interpauii Terraform ta Azure DevOps 11 po3ropTanHs iH-

Logic apps
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Insights

bpacTpykTypu B Azure.

Pe3yabTraT. Y TecTroBOMy cepelOBUINl MOBHUM LMK MOYATKOBOTO PO3roOp-
tanHs (Resource Group, VNet, ACR, AKS) 3a miaxoay laC 3aiiHsiB O1M3bKO 8 XBHU-
JUH MpOTH ~45 XBUIMH py4yHHUX orepaitliil. 3a 310panumu DevOps-meTprukamu cepe-
nailt Lead Time for Changes cranoBuB ~ 0,7 no6u, Deployment Frequency — 6:1m35b-
KO IT’SITH pei3iB Ha THXKAeHb, a Mean Time to Recovery — 6sm3bko 25 xBunuH. dak-
TUYHA TOCTYynHICTH KitouoBoro HTTP-cepBicy ctanoBuna = 99,92 %, mo Biamosigae

3aganomy SLO 99,9 %.
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Pucynok 2. Cnpomiena apxitektypa kinactepa Kubernetes / AKS

[IpakThka MiATBEpAWIa KPUTHYHICT KOPEKTHOTO KEpyBaHHS CTaHOM
Terraform 1 jgoTpuMaHHs OJIOKYBaHHSA Ha PIBHI  BIJJAJICHOTO CXOBHIIA.
GitOps-onepatop (mampukiaa, Flux CD) Moxe 101aTKOBO aBTOMAaTU3yBaTH PEKOH-
cuisliio ctany. Jis KOH(IASHIIHHUX AaHUX JOIIJIBLHO PO3IVISTHYTH IHTETpalliio 3
HashiCorp Vault. Ontumizaiiis BUTpaT MOXKJINBA 3a paxyHOK Spot-By3miB AKS a6o
BIPTYaJbHUX HOJI.

BucnoBkmu. 3anpornonoBanuii madaon laC + CI/CD mns Azure/AKS 3abe3re-
Yy€e BIATBOPIOBAHICTb, KEPOBAHICTH 1 MPO30PYy CIOCTEPEKYBAHICTb KOHTEHHEPHUX
HaBaHTa)XeHb. OTpUMaHi METPUKHU CBiAYaTh MPO CKOPOUYCHHS Yacy MOCTAa4aHHS 3MiH
Ta MBUAKE BIIHOBIEHHS Ticis 300iB. [lomamemi poboTn mepembayaroTh BIpPOBa-
mxeHHst GitOps-omeparopa, cekpeT-meHemkepa Vault 1 eKOHOMIYHUX CTpaTerii y

AKS.
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Infrastructure as Code (IaC) and CI/CD for cloud services based on Azure

and Kubernetes
Dmytro Kyriakov, Iryna Boretska, Oleksandr Storozhuk

The paper presents a practical template for automating cloud infrastructure
and containerized workloads in Microsoft Azure using Infrastructure as Code (laC)
and CI/CD practices. The proposed solution combines a modular Terraform design,
Azure DevOps pipelines for continuous integration and deployment to Azure Kuber-
netes Service (AKS), and an observability stack based on Prometheus, Grafana and
Loki. Experimental results show that laC significantly reduces the time of initial envi-
ronment provisioning and minimizes human error, while DevOps metrics such as
Lead Time, Deployment Frequency and MTTR provide a quantitative view of delivery
performance. The approach improves environment reproducibility, operational
transparency and creates a solid baseline for further optimization of cloud-native

platforms.
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