of such operations as finding primitive irreducible polynomials GF(p a)over the field

minimum length.
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Methods for information coding in mobile systems

Abstract — Naturally, there is a need to protect information from unauthorized
access, theft, destruction, distortion and other criminal acts. The concept of
information vulnerability is introduced, which describes the effectiveness of selected
methods for information protection. With the development and complication of
methods and forms of automation of information processing processes, its
vulnerability increases. The spectrum of problems expands significantly when the
user starts working with wireless networks, because errors may occur during data

transmission over these communication channels. Their reasons may be different, but
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the result is the same - the data is distorted and cannot be used on the receiving side

for further processing.

Keywords — balanced incomplete block, ideal ring bundle, interference-
resistant code, mobile system.

Knits make it possible to ensure a sufficiently high correction ability of such a
system due to its unique combinatorial properties, and the dissimilarity of the
encoding-decoding process compared to existing cryptographic methods that use the
properties of polynomials makes the protection even stronger.

The basis of the construction of interference-resistant codes, as is known, is the
principle of introducing redundancy, which makes it possible to detect and correct
errors by imposing additional requirements on the transmitted signals, followed by
their verification [8].

The synthesis of interference-resistant codes on the basis of ideal ring bundle

(IRB) became possible due to the fact that an ideal ring with parameters NV and R

corresponds to a cyclic balanced incomplete block (BIB) scheme on a set of elements

{bj} B {]} »J=12, 00 Sy , which is one of the main types of block diagrams.

Cyclic IRB code is a block code, that is, the number of bits in one block is a

constant value. How many bits can be encoded in one block:

n=log,(S, +1)=log,16 =4

After constructing the code combinations, let's find out the possibilities of this

code, namely determine the minimum code distance, correction and correction

¢Sy (Sy-1)/2

ability. It is easy to find that each o of different pairs of code

combinations contains exactly R single NV symbols in digits of the same name,
which follows from the properties of the IRB. The remaining NV — R symbols of the
same and as many other code combinations differ from the symbols contained in the
digits of the same name. Therefore, the minimum code distance for this code is
defined as:

d_. =2(N—-R) 1)

37
* HayKOBWI1 KePiBHUK



The number of errors that can be detected ‘e and the number of errors that can

be corrected ‘e using the correction code are related to the minimum code distance by

dependencies, and are, respectively:

t < M
2 A3)

The interference-resistant system of barker-like sequences based on IRB is able
to encode 4the bits of the data array into a sequence of length 15 and at the same

time correct to 3 the positions of the sequence (or 20%), while the cryptographic

system based on BCH codes with the same length of the sequence and the number of

information bits allows editing to the 4 positions of (or 26,67% ).

In terms of corrective ability, BCH codes show better results, although globally
3 or 4 per block length 15 is not critical, because for most software the threshold of
correctability is 10%.

The second most important parameter that determines the feasibility of
implementing a particular development is the speed of the encoding and decoding
process. It was experimentally established that both coding systems give
approximately the same results when encoding a data array, however, the process of
decoding data using IRB is performed more than twice as fast as BCH.

Conclusion. Codes based on IRB are based on well-studied properties of
bundle, which have a complex structure for reproduction by attackers. In addition, we
use different IRBs, we sort the construction results according to different parameters.
BCH-based codes based on Galois fields are theoretically more complex, as the
number of operations for their construction increases, and the number of polynomial
options is limited and they are all already known.
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Information encoding methods based on ideal ring bundle
Abstract — Naturally, there is a need to protect information from unauthorized
access, theft, destruction, distortion and other criminal acts. The concept of
information vulnerability is introduced, which describes the effectiveness of selected
methods for information protection. With the development and complication of
methods and forms of automation of information processing processes, its

vulnerability increases.
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